Protect Yourself from
Email Fraud

How to set up Two-Step verification
on your email accounts

What is Two Step E-mail Verification?
You use a four digit PIN when depositing or withdrawing cash, right? Well then, why wouldn’t you treat the
important and personal information (your own and other’s) in your e-mail in the same way by securing it with
a “PIN-like” number?
Two-Step verification is a simple process put in place to validate that the device (laptop, tablet, cell phone,
etc.) being used by you to access your email is a device that you have authorized. For instance, a hacker
trying to access your account with a stolen password from his/her device would likely not be able to gain
access if you have Two-Step verification in place. If someone had your debit card and incorrectly guessed
your PIN, your account would be shut down after a couple of false inputs. Much the same, even if a hacker
has your username and password, if they input your verification code incorrectly after multiple tries, you will
be notified and they will not gain access.

It’s easier than you think for someone to steal your password, and they can…


Re-direct transactions to hacker’s accounts, subjecting you to potential significant financial losses



Change your information on other online accounts



Send unwanted emails, posing as you




Delete contacts, emails, pictures, or anything else they want from your device
Steal your personal information

HOW TWO-STEP VERIFICATION WORKS
1. You will enter your email and password as you typically would when logging into your email.
2. You will be prompted to enter a code, which has been sent to your phone via text, voice call, mobile
app, or security key. This is combining something you know (username and password), with
something you have (your cell phone).
Going back to our ATM reference above: The something you know (your PIN) and the something you
have (your debit card).
3. After being prompted to enter the verification code from your device, you have the option to mark this
device as “trusted” (meaning that you do not have to use the Two-Step process each time) and the
log in process will be automatic in the future for this device.

VERIFICATION CODES


These codes are for a onetime use. This means that you never have to remember them, because
each time you log in, you will be sent a new one (unless you’ve marked that device as “trusted”).

HOW TWO-STEP PROTECTS YOU
 The Two-Step method provides an added layer of protection for your email accounts, however, there
are no actual or implied guarantees
 Someone trying to access your email from a different device will be prompted to confirm with a
security code, but unless they have access to your preferred method of contact, they would not be
able to receive this information.
 Each code can only be used once, and is uniquely crafted for your account when you need it!

Setting Up Two-Step Verification
on the Major Free Email Platforms
Gmail
To enable Two-Step verification, follow the steps below:
1. Go to https://www.google.com/landing/2step/
2. Read about why you need it, how it works, and how it protects you or skip straight to…
3. Click the “Get Started” box in the top, right-hand corner.
4. Log into your Gmail account.
5. Confirm (or enter) the cellphone number on which that you would like to receive verification codes.
6. Select to receive the codes via text or voice and then click “TRY IT.”

+13105551212

7. You will then receive a code on your phone. Enter that 6-digit code from your phone into your
computer and click “NEXT.”

(310) 555-1212.

8. Next, you will be asked if you are using a trusted computer. If you are on a device that you use
frequently and you feel is secure, you can tell Google to “trust” that device and in the future you will
not be asked for the Two-Step verification code when you log on to your account from that computer.
9. Complete the process by clicking “TURN ON” to turn on Two-Step verification.

nicolerobles@yahoo.com

Hotmail & MSN Accounts
1. Go to www.msn.com and click on “Sign In” in the upper right.
2. Once you are signed in to your MSN account, click on your account profile in the upper right and
select “View Account”
Nicole

3. In the top navigation bar, select “Security & Privacy,” then under “Account Security” click on
“More Security Settings.”

4. If MSN already has your cell phone number or secondary email address, you will see this page.
Select how you want to receive the security code (text, call, email) from the drop down window and
provide the requested verification information onto the form. Click “Send code.” (Image below on
next page)

5. You will receive a text, call or email with your security code.

6.

On your device, you will be prompted to enter the code you just received. Type in the code, and then
click “Submit.”

7.

If you are using a device that you use frequently and you feel it is secure, check the box indicating
you do not want to be asked for a code in the future.

8.

If you leave this box unchecked, a code will be required on that device each time you log in.

9.

If you don’t already have the mobile app for your Hotmail/Microsoft account, you will be asked if you
would like to get it. You can choose “Set it up now” or “Set it up later” or “No thanks.”

10. Two-Step Verification has been set up!

Yahoo
1. Log into your Yahoo account.
2. Click the “Hi (your name)” in the top right-hand corner and then click “Account Info.”
3. On the left hand side, click on “Account Security.”

4. At the bottom of the security page you will see “Two-Step verification.” To the right, you will see a
slider button. Slide it to the right to turn on.

+1 (310) 555-1212

5. You will be prompted to enter your cell phone number. After entering, click “Send SMS” to receive the
verification code.

6. Enter this verification code on your computer or device, then press “Verify.”

+1 (955) 568-7454

7. Congratulations! Your Two-Step verification has been enabled.

(Note: This information is what is provided currently on each provider’s website and you are advised to verify
this information when you setup the Two-Step process. There are no guarantees that the Two-Step process
will prevent email hacking, but this feature, along with using strong passwords, protecting your password, not
using free wi-fi when processing sensitive online data, etc., should help reduce the risks associated with
email hacking.)

Please contact your title representative if you have any questions.

iCloud/Apple (on your iPhone, iPad, or iPod touch with iOS 9 or later)
1) Go to Settings > iCloud > tap your Apple ID.

2)

Click password & Security.

3) Click on “Set Up Two-Factor Authentication.”

4) You will be brought to a page explaining what two-factor authentication does. Click “Continue.”

5) You may be asked for your iCloud/Apple ID password and/or security questions.

6) You will be cued to enter a phone number where you will be sent a code everytime you log in from a
different device to ensure that it is you.

Example of logging into Apple ID from a desktop computer after
two-factor authentication was set up from the phone:
1) Go to https://appleid.apple.com/#!&page=signin

2)

You will be asked for your two-factor authentication code.

3) The phone number you entered as your “trusted device” will receive a message like the one seen
here. If you were the person attempting to log in, tap “allow.” If it was not you, click “don’t allow” and
contact Apple to see if somebody else is trying to access your account.

4) If you click “Allow,” the verification code will also be sent to your trusted device.

5)

Enter this Verification Code on your desktop and you will gain access to your account.

CONTACT US

www.GuardianTitleAgency.com

